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Cyber

Internet,information,technology,application,deta and computer
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Cyber Security is my responsibility



https://threatmap.bitdefender.com/

Cyber awareness is cyber safety
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The Internet allows an
attacker to work from
anywhere on the planet

Cybercrime
Examples

Website
Hijacking

> Cyber Security is my responsibility



“Unlawful act wherein the computer is either a tool or a target or both”

Cyber Crime is a generic term that refers to all criminal activities
done using the medium of communication devices, computers,
mobile phones, tablets etc. It can be categorized in three ways:

The computer as a target — attacking the computers of others.

The computer as a weapon- Using a computer to commit
“traditional crime” that we see in the physical world.

The computer as an accessory- Using a computer as a “fancy
filing cabinet” to store illegal or stolen information.

Cyber Security is my responsibility



Whatis it?

Fake messages from a seemingly trusted or reputable
source designed to convince you to...

= Reveal information

Examples _ _
: » Give unauthorized access to a system
= Emails
= Phone calls = Commit to a financial transaction
= Social media messages
nd nosts & +~ Why should you care?

= Suspicious hyperlinks " Extremely common
= Can have severe consequences

= Devil‘s in the details






TELEGRAM PREPAID TASKM

» Watch & Like Youtube Videos EARN

Review Hotels on Google Maps
Upto

e Rate a Movie on IMDb .

e TripAdvisor Hotel Review #" %

* Follow on Instagram 5000
* Like Brand Facebook Page DA'LY
s Restaurant Review & Rating

Cyber Security is my responsibility



[1Custom & Gift Fraud.

CUSTOMS FRAUD
FonElaN@t
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[1 OTP / QR Code.

OTP
3 46 QT
g-dlcie, AIdISd dlcie g [

g Hieret Hifsan $i
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1 OLX /quicker




Fake advertisement on social media

Cyber Security is my responsibility



1 SIM Card TAFCOP TAFCOP

Know the number of connections issued in your name by logging in using your mobile
number

10 digit Mobile number

2934602 @ , P T
requests received 1 i QJ T TH)

Enter Captcha

Validate Captcha

2290134 OoTP

Resend OTP
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Charging fraud




1 Sextortion .

: Contactis initisted via the internet (social imedia channels) o
HI Mark wants to be mobile messaging applications.

your friend.

The offender may impersonate another child, young adult, of a
person in a pasition of trust in order to gain your confidence

U r so cutel 1)

I am so happy I found u Anna...

it would you send me a sexy pic?

he offender will threaten you with posting

uur images/videos on the internet or sharing

hem with your friends or famély uniess you

seate more matenial and/or agree 1o see

hem in persan, or to do something else for E | .
il Here it is! Please don't

show It 2 anyenel

Hi, I'm Mark and
I'm 15. Nice to
meet you!

Once the trust is established, the offender

will encourage you to create and shore sexual
photos or videos, or to engage in sexual
actwity online, which may be secretly recorded
Sexual photos or videos can also be acquired
by a perpetrator in other ways, through the use
of malware, hacking or accxdental sharing by a
minor

Now send me one without | It's just u & me, Anna. U
the bra or T will share this know you can trust me..

one with your enfire school...

It's time to meet
you in persen

Hasthis [ We can help you.

rappened 1 you” | vy are not alone.

OMG!
What do i
do now??!l
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' Any desk / quick support /team.

AnNnyDesk Remote
Control

TeamVievwer

QuickSuppr
TeamViewer “ .
AirDroic Vote
access ae

e S —— —— s e . S e

AirMIMirror: Rernmote
support & Remote
control devices

Splashtop Personal

- Remote Desktop

Splashtop
Cyber Security is my responsibility




On Google

w0 Latesteybercrime Trend
L
L
L

CUSTOMER
CARE VS
CUSTOMER
SERVICE

Cyber Security is my responsibility



1 MSEB Bill.

TATA POWER

G Beware of fraudulent SMS about disconnection
T e e of power supply being received by you.

Teriahil 1030 o becaase your
prwsous moth Bl wa s st
update please call ooer oumter

Tata Power does not send SMS from an
unregistered mobile number asking you

to share any confidential bank details with
our executives.

Please use ¢ ourautllormed

Your safety is our topmost priority.

Cyber Security is my responsibility
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1 KYC.

Hello Ma'am,
Download this App
to complete KYC

Really? | know
Paytm never
calls for KYC!

Beware of
Fraudulent KYC/
Account Block
Calls & SMS.

Cyber Security is my responsibility



Fake

Fake Accounts
Fake Follows
Fake Likes

Cyber Security is my sponsibility



"I Loan application.

Loan App List

—

Crese 92022

AAAAAAAAAA

Pociostly

Cyber Security is my responsibility



¥50,000!!!
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] Customer care center

On Google

yber Security iIs my responsibility



Free Wifi.

3 Public
WiFi Risks
1. Packet Sniffing

2. Man-in-the-
Middle Attacks

3. Malicious WiFi
Hotspots

Cyber Security is my responsibility



1 Credit card.

Cyber decurity is my responsibility



[1 ATM Card cloning.

[1 ATM Card Exchange.
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1 Dating apps fraud.

BEWARE!
DATING APP FRAUDS ARE

RISING IN INDIA

Cyber Security is my responsibility



1 Cyber Grooming.

yber Security is my responsibility



1 People

0 Training, education, awareness, repetition

1 Process

0 Governance, oversight, policy, reporting

1 Technology

0 Firewalls, IDS/ISP, SIEM, anti-malware

[

TECHNOLOGY

0 Strong passwords, Logging/monitoring

1 Which is the weakest link?

Cyber Security is my responsibility



Passwords and Privacy Settings Matter.

Choose strong passwords and never share
them with anyone else. Regularly check
your privacy setungs.

Watch What You Download.

Some programs and apps carry maolware
and try to steal your information. Download
content from trusted sites only.

CYBER —
SECURITY | Fatl .- coution win sachi

so you con steer clear of sco

AWARENESS | &P oo nminsasa

Shop Safely.

Shop from secure websites, ond avoid saoving
your credit card information Take t1ime to
read reviews and ask guestions when
maoking purchases

Think Before You Post.

Be mindful of every post you create. Do not
publish content you wouldn't want family,
friends, and potential employers to see.

Cyber Security is my responsibility




CYBER SECURITY
AWARENESS

O Maintain firewalls.

O Access secure and known networks.

Use the latest encr
passwords.

O Avoid accessing TOR and ghost links. J

Keep safe and avoid cyber fraud by
using a third party security software.

Cyber Security is my responsibility
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Cyber Security is my responsibility

Thank you!



