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Types of Cyber Crimes

Social Media offences

Job/VISA Frauds

Online Debit/Credit 
cards & Bank frauds

Loan, Insurance & 
Lottery

Miscellaneous Frauds
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5

43

2

Marketing Intelligence & 
OLX Frauds

6



Wishing calls to the victims in the name of bank officials

Credit Card reward points 

Your Debit Card is being blocked, etc.,

UPI frauds by installing remote desktop apps such as Any Desk/ Team 
viewer apps



Sending UPI money request links and siphoning 
money

Impersonating as customer care support (Google 
Pay, PhonePe Amazon, Snapdeal etc.,)

PayTM and other E-commerce wallet’s KYC 
updating frauds



Fake id creation to defame the victim

Circulating lascivious material of the victim over social media

Keeping phone numbers of victims over dating websites

Facebook friendship (gift) frauds

Facebook friendship (Business) Frauds

Sextortion through Facebook and other social media 
platforms



Keeping morphed photos of victims over social media

Circulating defamatory material over social media

Hacking the mails of companies and sending fake invoices to 

clients

Hacking of individual mails and sending money requests to 

friends

Hacking of mail account and demanding money

Ransomware Attacks



Fake Job offers

Visa processing on the name of abroad jobs

Backdoor Jobs 

Impersonating as Job portal officials



Calls offering loan at unbelievable interest without sureties

Calls offering bonus over the existing insurance policy

Calls offering gift from shopping websites

SMS and Mails about winning of Coca Cola lottery

Calls regarding KBC lottery originated from Pakistan

Instant loan apps fraud



OLX and other social media advertising frauds

Surveillance over Dating websites

Surveillance over Locanto website

Surveillance over news advertisements

Male Escort Service Frauds



Fake investment websites & Apps scam on the name of higher returns in 
Crypto currency

Multi-level marketing scam on the pretext of higher returns in crypto 
currency.

Matrimonial frauds, Nigerian frauds



Digital Arrest
The fraudsters pose as law enforcement officers and 

demand money from their targets by creating a panic 
situation



 The Call:-False Accusations: The callers falsely claim that 
the victim has committed significant crimes such as 
financial fraud, drug trafficking, or money laundering.

 Creating Panic:- The caller alleges fraudulent activity on 
the victim’s account or a threat to their identity. They 
use urgency and fear tactics to pressure the victim into 
taking immediate action.

 Isolation and intimidation:- In order to keep things under 
control, victims are frequently told to spend a lot of time 
on the video call. This keeps them from asking for 
assistance or double-checking the information.



 Demanding Compliance:- The caller demands the victim take 
specific actions, such as transferring money, providing personal 
information, or downloading malware.



Latest cyber crime  Trend

Cyber Security is my responsibility 

Loan application. 



 Use multi-factor authentication
 Share passwords carefully
 Backup your data
 Keep personal information private
 Keep your software updated
 Manage your social media settings
 Use secure internet connections
 Avoid clicking on links in emails
 Browse on authorized websites only
 Never share sensitive personal inform

Safty Tips




